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MO NN-3N, 1N Ouanor cuctemsl ACAYAIN «OL-3J». PykoBoacTeo no ycTtaHOBKe, 3anycky 1 yaaneHuio MO.



AHHOTaAUMA

Hactosawmn OOKYMEHT npefHasHadeH [Ans  cneunanuctoB,  OCYLLECTBRASOLWMX
COMPOBOXAEHME MNPUKNAQHOrO (TEXHOOrMYECKOro) NporpamMHOro obecnevyeHnsa JNIMHEWHOro
nyHkta (JIM-3J1, J1MN Ouanor) Ha Xene3HogopoXXHOM pasferibHOM MyHKTe (CTaHuuu, pasbesge,
nyTeBoM nocTy) (ganee no tekcty «MO JIM-3J1, JIN AUANOT» nnu «NO» Be3ae rae He ykasaHo
NHOE) 1 COAEPXNT CBEAEHNS O nopsaKke yCTaHOBKW, 3anycka v yaaneHusa gaHHoro MO.

Mo Nn-an, nn gnANOI pabotaeT nog ynpasneHnem onepaunoHHomn cuctemsl PEL OC
cemencTtBa JInHykc Bepcumn 7.3 1 BbiLLe.

[o yctaHoBkn MO Ha KomnblOTEp, B ONepauuMoHHOM cucteme LOfKeH OblTb co3gaH

nonb3oBaTenb «rooty».

Mo NN-an, 1N OQuanor cuctemsl ACAYAMN «AL-31». PykoBoacTeo no ycTtaHOBKe, 3anycky 1 yaaneHuto MO.
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1. COKPALLEHUA N OBO3HAYEHUA

aBToMaTn3npoBaHHasA cuctema gucneT4epCcKoro

AcCOyan
ynpaBreHnsa ABMmKeHneM noesaos

AOL-9J1 AcCOyan gu-an

L1 LEeHTparnbHbIW NOCT

APM YA aBTOMaTMU3NpoOBaHHOE pabovee MeCcTO yrnpaBneHns

ABWXEHNEM Noe3aoB

Mo nporpammMmHoe obecneveHune

OoC ornepaumnoHHas cuctema

OHLL noesaHon gucnertyep

JiBC nokarnbHas BblYMCNUTENbHAA CeTb

TC CUrHanbl TefiecurHanmaauum

TY CUrHarnbl TeneynpasneHns

MNaBM rnepcoHarnbHasa 3feKTpoHHasa Bbl4MCNUTENbHAA MawvHa

Cub CUrHanmsaums, ueHTpanmsaumsi n 6roknposka

oy anekTpuyeckasa LeHTpanusaums

ra rpadouK UCNOSTHEHHOIO ABUXEHUS

i NUHENHBbIN NYHKT

YKCI1C YCTPOMCTBO KOHTPOSIA cxo4a NoaBMXKHOIo coctaBa

AHLO AEXYPHbIV gucneTyep rno OTAENEHUI0 XeJle3HoM SOoporu

Mukpo3BM 9JIeKTPOHHAas BblYMCIIUTESNbHAA MallMHa Ha base
MUKponpoLieccopa

oy ancneTyepckoe ynpaesrneHne (CTaHuus HaxoauTca nog
ynpaBreHnemM noesgHoro agucneTyepa)

BT NCTOYHUK BecnepebonHOro NUTaHus

MIid MUKPOMNPOLECCOPHAda CUCTEMA LlEeHTpanusaumm

ny NONNUIOH yrpasBrieHns




2. O6wme cBegeHUs NO yCTaHOBKE NMPUKINaaHoOro
no Acavan

2.1. O6wwe npasuna ycrtaHosku NO ACOYANN

MpuknagHoe MO ACOYAMN genutca Ha BA3OBOE N AOANMTUPOBAHHOE.

BasoBoe MO cogepXxuMT COBOKYMHOCTb anropMTMOB WM Nporpamm, obecneymBaroLmx
BbINOSTHEHNE 3ar0XEHHbIX B HEro (PyHKUMA, N HE 3aBMCUT OT MYTEBOr0 pasBUTUS CTaHLUA U
neperoHoB, KONMMYeCcTBa U B3aMMOCBA3ENW 0OBLEKTOB KOHTponsa v ynpanenus. OguHakoBas
Bepcus 6asosoro MO gormkHa ObiTb YCTaHOBIEHA HA OCHOBHOW U pe3epBHbIN KOMMbIOTEPDI.

ApantupoBaHHoe [10 cogepXuT [OaHHble KOHKPETHOrO MpOEeKTa W HACTPOWKMU

obopyaoBaHusi. [o3aToMy Anst KaXA0ro KOMMboTepPa OHO MHANBMAYANbHO.

2.2. YctaHoBka 1O

YctaHoBka 1O cuctembl ACOAY[I1 3aknioyaeTcss B ycTaHOBKE rpm nakeToB. [lakeTbl
HaxoaaTcsa B peno3nTopusax Ha cepsepax Y.

[na ynpaBneHus rpm naketamu mcnonb3dyetca meHepkep naketoB DNF OC PE[ OC.
Ang Toro 4ytobbl ycTtaHoBUTL MO (rpm nakeT), Heob6xoanUMO:

1. BbiBecTu Ha akpaH komaHaHyt cTpoky Peg OC(3anyctuTb nporpammy TepmMuHan) u
BOWTWN B CUCTEMY C NpaBaMmn agMUHUCTPATOpa (KOMaHOa «Su»).

2. O6HoBUTb AaHHble. KomaHaa «dnf makecachey. [Nocne BBoga KomaHAbl, CNUCOK BCEX
N3BECTHbIX peno3nTopnes 06HOBMUTCS.

Kak npasurno, Bce rpm naketbl [10 xpaHaTca B peno3uTtopusix Ha cepsepe Y1 nnu My2

B JIBC ACAYArT:

/usr/share/nginx/html/repos/Dialog

/usr/share/nginx/html/repos/RedO0S7.3

(MpegnonaraeTcs, YTO A0 3TOrO0 HAa KOMMbIOTEPE YXXEe YCTAaHOBMNEH cepBep Ngix).

3. UTtobbl ycTaHOBUTL NakeT, Hago 3anycTntb kKomaHay «dnf install <uma_naketa>». OHa
aBTOMATUYECKM paspeLunT M YCTaHOBUT BCe HeobxoauMble 3aBUCMMOCTU AN
YKa3aHHOro nakera:

Mpumep: /usr/share/nginx/html/repos/Dialog/dnf install gtmts-1.2.2-1.el7.86_64.rpm

[anee yctaHaBnMBaeM Ha Kaxbln KOMMbIOTEP CBOM HABOPp NporpamMm B COOTBETCTBUM C

NMPOEKTOM.
Mpouecc ycTtaHoBkun Basosoro n AgantuposaHHoro MO aeHTUYHbI, pa3nnMyarTCAa TOSbKO

HauMmeHoBaHMeM naketa. Heobxogumo cHayana ycTtaHoBuTb basosoe [10, a 3aTtem

MO NN-3n, NN Ouanor cuctembl ACOAYAN «OL-3J1». PykoBoacTBo No ycTaHOBKE, 3anycky 1 yaaneHuto MO.



ApantnpoBaHHoe [10. Ecnu nakeTbl nporpamm Obinn yCTaHOBMEHbI paHee, TO cucTema

npeaoynpeaont 06 3TOM 1 He BbINOMAHUT YCTaHOBKY MNMakKkeTa.

3. MoarotoBKa KOMNbloTepa AnA yctaHoBku MO
nn-an, nn agunAnor

KpaTKO OCHOBHOM arnropmTMm noaroToBKW:

1. MpoBepuTb COOTBETCTBME XapakTepPUCTUK koMmnbtoTepa no n.10.1 gna ycrtaHosku MO
nn-an, nn gnAnor.

2. YCTaHOBUTb M HACTPOUTb Ha 3TOM KOMMbKOTEPE onepaumnoHHyto cuctemy PE[ OC
7.3.4. vnn Bblwe B cooTteeTcTBUM C [lpoektom (IP-agpeca, hosthame — B cooTBeTCTBMM C
NMPOEKTOM CUCTEMbI), KOHUrypaumsa — paboyas ctaHUMsa C rpadoMyeckum OKpYXeHMeMm, no n.
10.2. [anee no TekcTy AaHHbIM KoMMbloTep — CTaHUMA CBA3M OCHOBHas U pe3epBHas. K aTomy
MOMEHTY B JfioKkanbHou ceTn nommmo Cepsepos Y1 n Y2 gomkHbl npucyTcTBOBaTb OCHOBHOW
n pesepBHbIN KomnbtoTepbl MIMNL-3J1, ¢ yctaHosneHnHon PE[L OC u IP-agpecamun n hostname (B
COOTBETCTBUN C NPOEKTOM CUCTEMbI).

3. MposepuTb ping mexay: CtaHumen cesasm n Cepsep Y1, Cepaep NMY2 B ogHy 1 opyryto
CTOPOHBI, aHanormyHo ana MMU-37J1.

4. YcraHoButb [10  «KoHTponb  pgoctyna  nonb3oBaTenenW» Ha  AaHHbIA
komnbtoTep(CTaHUna CBA3M) OCHOBHOM M pe3epBHbIN (OTAenbHasi MHCTPYKUMS MO yCTaHOBKE
AaHHoro MO  poctynHa Ha canTte no  apgpecy: http://dialog-trans.ru/main-
menu/uslugi/documentation/).

5. YcraHosutb 1O JIM-3J1, JINM OWAJIOI Ha pAaHHbIM KOMMbOTEP (OCHOBHOW U
pe3epBHbIN), B COOTBETCTBUM C AHHOW MHCTPYKUMEN(TEXHONOrMYeCKUn naponb superadmint -
111111111Qq@)."

3.1. TlpoBepka COOTBETCTBMA XapakTEPUCTUK KOMMNbloTEpPA AN
yctaHdosku 10 J1M-311, 1M ANATIOT .

Ana nonHoro dyHkumoHnposarua «MO JIM-311, 1N AUANOTM » Heobxoanmbl annapaTHble

cpeacTBa B CneayroLweM COCTaBe:
*  KOMMbITEPHbIN CUCTEMHBIN BIOK B NPOMbILLNIEHHOM UCMNOSTHEHUN C KOHUrypaumen He

XyXxe:

- npoueccop Tuna x86-64 ¢ 4yactoton He meHee 3,3 'TU.;

- onepaTtmBHasi NnaMaTb 06beMoM He meHee 4 [6anT;

- YKECTKUN ANCK eMKOCTbio He MmeHee 500 [6anT;

- ceteBass kapta Ethernet co ckopoctbto nepegaum 1000 M6ut/c — 4 wWwr.

(konn4ecTBO CeTEBLIX KAPT OoNpeaensieTca NPOeKToOM);

" [aHHbIA Maponb U BCe KOHKPETHble MapaMeTpbl HAaCTPOEK KOMMLIOTEPOB MpuBeeHbl B JaHHOM MHCTPYKLMW UCKIOYUTENBHO AMS
npvmepa. B KaxOoM KOHKpETHOM cnyyae naponv W napameTpsbl YHUKanNbHbl W MepefarwTcsi  CUCTEMHOMY
agMuHucTpartopy(npeacraBuTento) 3akasumka B COOTBETCTBUM C TpeboBaHMAMN 6€30nacHOCTM B cOCTaBe NMPOEKTHOW JOKYMEHTaLUN.

MO NN-3n, NN Ouanor cuctembl ACOAYAN «OL-3J1». PykoBoacTBo No ycTaHOBKE, 3anycky 1 yaaneHuto MO.


http://dialog-trans.ru/main-menu/uslugi/documentation/
http://dialog-trans.ru/main-menu/uslugi/documentation/

*  KOMMNEKT AONOMHUTENBHOro 060opyaoBaHUA s KOMNbOTEpPa:
- MOHUTOP C pa3mMepoM 3KpaHa He meHee 19”7 ¢ paspelueHnem He meHee 1920x1080.
- KnaeuaTypa, MMeloLas pyCCKOSA3bIYHYO packnaaky.
- MaHUNYNATOP TUNA «MbILLbY;
»  Bnok 6ecnepebonHoro nutaHms He meHee 600BA;
Mo Jn-an, nn OUAJIOIr yctaHaBnuBaeTcss Ha KomnbtoTep CTaHuus cBA3W, nNpwu
HeobxoaMMocTM MoXeT ObiTb ycTaHoBneHo Ha gpyrom APM ACAY[IAI B cooTtBeTcTBUM C

MPOEKTOM.

3.2. YcTtaHoBKa U HacTpovika onepaumoHHon cuctemsl PE[ OC.

3arpyautb iso-o6pa3 onepauumoHHon cuctembl PE OC Bepcumn 7.3.4. MOXHO oTctoga
https://repo1.red-soft.ru/redos/7.3/x86_64/oem/redos-MUROM-7.3.4-20231220.0-Everything-

x86_64-DVD1-kickstart.iso. (B gaHHOM WHCTPyKUMM BCe AENCTBMS paccMaTpuBalOTCA Ha

npumepe ncnone3osanus PEL OC sepcun 7.3.4.).
O3HakomuTbCsa ¢ obwen nHgpopmauunen no ycraHoske PE OC mMoxHO B 6ase 3HaHUM

komnaHum OOO «Peg Codpt» no ccbinke - htips://redos.red-soft.ru/base/manual/red-os-

installation/. B gpaHHOM pa3sgene oCcTaHOBMMCS Ha HEKOTOPbIX OCOBEHHOCTSAX YCTAHOBKM.
B meHto BbiIbopa pacnonoXxeHms yCTaHOBKM HY>XHO BbliGpaTb YCTPOMCTBO ANs1 yCTaHOBKM
onepaumoHHON cucTeMbl, CM. Puc. 1., a B KOH(Urypaumm yCTponcTs XpaHeHnsa ykasaTtb — [o-

CBOEMY.

MECTO YCTAHOBKW YCTAHOBKA RED OS MUROM-7.3.4

HARDDISK
sda / 20 N'ub cso6oaHo

Vismererns 3aTPOHYT TONBKO BHIEPIHHbIE SAECH AUCKN.

Cneumanuauposannbie u ceTenbie ancKH

Lo6asuTtb anck... V

Vi3MeHe NS 3aTPOHYT TONIbKO BoIGPaHHBIE SAECH MACKH.
Kondurypauus ycTpoiicTs xpanepms
AaTomaTudecku O Mo cacem v Iononuurenso (Blivet-GUI)

ooooooooooo pocTpancTao

aaaaaaaaa

Boibpan 1 aMcK; eMKoCTb 20 MMB; cao6oaro 20 TMB  OBHOBUTE...

PucyHok 1

B pesynbTate Mbl nepengem K py4Hon pasmeTke guckos (Puc. 2.).

MO NN-3n, NN Ouanor cuctembl ACOAYAN «OL-3J1». PykoBoacTBo No ycTaHOBKE, 3anycky 1 yaaneHuto MO.


https://repo1.red-soft.ru/redos/7.3/x86_64/oem/redos-MUROM-7.3.4-20231220.0-Everything-x86_64-DVD1-kickstart.iso
https://repo1.red-soft.ru/redos/7.3/x86_64/oem/redos-MUROM-7.3.4-20231220.0-Everything-x86_64-DVD1-kickstart.iso
https://redos.red-soft.ru/base/manual/red-os-installation/
https://redos.red-soft.ru/base/manual/red-os-installation/

PASMETKA BPYYHYIO

loroso

~ Hoean ycTtanosxa RED OS MUROM-7.3.1 ro_redos-root
- Toura MOHTHPOBAMMAT
L — L
fboot 1024 MuB e

swap
ro_redos-swap

1,5Tub 12.5Mub

Twun ycrpofcrea:

LvM -

DAANOBIA CHCT M

YCTAHOBKA RED OS MURC

YcrpoRcrea:

VMware, VMware Virtua

(sda)

Fpynna Toson:

3awudposate ro...0%

MissmernnTe

extd -
Merma: Hisan:
e _ = root
Berbpario 1 ycTpoRcTeo xpasHeHns Cépocy
PucyHok 2
HeobxoavMmMo BblAENUTbL MECTO AN pa3aenos:
. /boot 1024M6.;
. /swap NonoBuHy pasmepa onepaTMBHON NaMATU;

. /Bce ocTaBlueecs MecTo.

Mpn HaxaTun Ha KHOmMKy «0TOBO» NosiBUTCS OKHO — «O630p naMeHeHui», cm. Puc. 3.,

HeobXxoauMO elle pa3 NPOBEPUTb MPaBUIIbHOCTbL YCTAHOBOK M NMPW OTCYTCTBUM OLUMOOK

«MpUHATL 3MEHEHMUSAY, NMMGO HaxaTb — « OTMEHUTb U BEPHYTLCS K HACTPOWKE pa3faerioBy.

YETAHORKM

1 paanaTe fopuatupoasise Unknown
2 COARATE ROpHaT)

3 pariftian
4 partiticn
5

& vmrneg

T TORATE PCTRORCT Lty

& CONGATE (POPHATHPOERIHAE W

9 CORGETE YCTROACTRG vl

L] CORRATE (HOpH. maune  outd

n CORAETE (POpMATHPOREHWe  exld

OE30P M3MEHEHMIA

Hoape HacTpoion NPHBSEYT K CNEgRoUMM HIMEHZHIERM, ROTORME BCTYTAT B CANY NOCNS BOXRRATA B FIRHOR HEHI W Hayana

Whweare, Vidware Wirtus] 5 {sda)

sauue Tabnwya pasgenos [MSD0S) VMware, Viware Yirtuad 5 {sda)

Sdal wa VMware, ViMiwane Virusl 5
sda? wa ViMware, Vidware Virtual

physacal volume (LYM] a2 ma Yihware, Vidware Virtual 5

ro_redos

ro_redos-swap

ro_redos-swap

ro_fedos-ract

ro_redos-root

a1 Ha Viware, Vikiaare Virusl 5

OTMeHsTE 1 BEPHYTLOR K HACTPORKE PIALeno s

!
Iboat

Mpuksms wasesoes

BHUMAHMUE!

PucyHok 3

MO Nr-an, N Auanor cuctemsl ACOYANM «OL-3M». PykoBoacTBO No ycTaHoBKe, 3anycky u yaaneHuto MO.



(Mpumep cm. Ha puc. 4.) OH e cyneprionb3oeaTen Unu aamuuctpatop PE[L OC, Ans Hero
3ape3epB1pOBaHO CTAHAAPTHOE CUCTEMHOE UM - “TOOt” (HEOBXOAMMO 3aMOMHUTL ATOT Napons,
T.K. 6e3 97OV MH(OPMALV BCe AanbHefiluMe ASNCTBUS B pamKkax AaHHOV MHCTPYKUMM ByayT
HEBO3MOMKHBI).

B kauecTBe Napons aAMuHUCTPaTOopa(root) MoxHo saaatk - 111111111Qq@

B nanbHenwem naponb MOXHO 3aMEHUTb, C y4eTOM TpebGoBaHuii 6e30nacHOCTL.

MAPOJIb ROOT

foroso

YueTHan 330t AAMUMUCTPATOPR (root) NPEAMAIMINEHI ANA YNPIRNeHMA CHCTemoR. Boegute napons root

Mapons root cesssnne

Xopowmn

MoaTaepmienine | ssssssse

326nOKMPOBATE YUETHYIO J3NKMCH root

o PaspewmiTe BX04 NONBIOBATENEM 0Ot C NAPONeM weped SSH

PucyHok 4

Takke HeobGXO0AMMO MOCTaBUTb «ranoyky» B Yekbokce M, & none «PaspewunTb BXxOg
nonb3oBartens root ¢ naponem yepes SSH».

Hanee Heobxogmmo co3gaTb OObLIMHOrO nonib3oBaTens. PekomeHgyeTcs co3faThb
nonb3oBaTtens ¢ nmeHem (login name) - “dialog” ¢ naponem - «12345678 Qqg#», cMm. puc. 5.,
HO KOTOPbIN HEOBXO0AMMO 3aNOMHUTL, YTOObI BLINOSTHATL AaNbHENLLIME OENCTBUS,

[Mocne aTOro CHUMUTE OTMETKY B Yekbokce ] y napameTpa «TpeboBaTb naponb Ans

3TOW y4eTHOM 3anucm»( CM. puc. 5). 1 HaxxmmTe — « OTOBOY.

CO30AHME NONIb3OBATENS

Nonnoe uma dialog

Wun nonsrosatens dialog

Caenarts »TOM0 NONBIOBATENA D0 MHHNC TPaTOopOM

TpeGosaTe NAPONL ANA ITOM YISTHOMR 33NKCH

Napons sssese

Hopuaneuwa

Noarsepante napons ssssss

LlonoawnTenomo

PucyHok 5

MO Nr-an, N Auanor cuctemsl ACOYANM «OL-3M». PykoBoacTBO No ycTaHoBKe, 3anycky u yaaneHuto MO.
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[anee no oKOH4YaHMKM YCTAHOBKM CrieAyeT nepesarpy3nTb KOMMbIOTEP U MPUHATD YCOBUSA
nuueHsnoHHoro cornaweHna komnanum OO0 «Peg CodT».

B meHio Bblbopa nporpaMm HYXXHO 3agaTb, Kakas KOHdurypaums GyaeTt ycTtaHOBreHa
(Pwuc. 6.):

. Pabouas ctaHums ¢ rpadmyecknm okpyxeHmem ansa komnototepa APM LMM;

. CepBep ¢ rpaduyecknm nutepdencom ans cepeepon Y.

[ononHutenbHoe nporpammMmHoe obecneveHne Ans BbibpaHHOW cpedbl Bbibupatb He

Tpebyetca. OHo ByaeT yCcTaHOBMEHO NO3aHeEe.

BbIBOP NPOTPAMM YCTAHOBKA RED OS MUROM-7.31

Forow

JononHuTensHoe nporpaMmmHoe obecnedeHne ans

basosoe okpymweHue BbLIGpaHHON cpeas!
0 Pabouan CTIHUMA € FPADHUECKHM OKPYWEHMEN Knunewnrsl yaanémnoro pabouero crona
Pabouan cranuma ¢ rpaduuecxmm oxpy=ernmnem (MATE)
Cepaep MHHUMANBHBIR NoanepKa CMAPT-KIPT
Cepmep MunuManbHbs MoAREPMXI FYTEHTHOMKILMMN € NOMOLILIO CHIPT -KIPT
Cepsep ¢ rpaduseckum UHTepdeicom KNnueHTsl BUPTYANbHBIX Y3CTHBIX CeTeR
Cepaep ¢ rpadmueckmm uutepdencom KAMesTol BHPTYANDMBX ACTHBIX CETeR 1

cooTBeTCTaOWMe anneTs ana NetworkManager

BubAMOTeNM COBMECTHMOCTH

BUEAHOTEKM COBMECTHMOCTH ANA NPHUNOMEHMA,
COIRAMHBIX B NPeasaywmx sepcmnax Peg OC.
KomnconovHbie cpeacrsa Mnrepuera

KOMCONBMBIE CPEACTEI AOCTYNI K MHTEPHETY, O6ommMO
HMCNONBIYEMBIE AAMUHNCTPATOPIMM

rpad cpeacrea Tpup
MPadUUecKIe NPOrPaMMY YNPIBNCHMA CHCT eMMHBIMMN
KOMMOMEHTIMM,

CoBMEeCTHMOCTE € ycTapeswnsn Gymnumamm UNIX
MPOrpamMMbl COBMECTHMOCTH [N MUTPILIAH MAM
PABOT B C YCTapeswWMMI OXpymeniaMi UNIX
Cpeacrea 6e3onacHocTH

CpeacTsa 33WmTee ANR OBECNEUeHNA UENOCTHOCTH 1

PucyHok 6

Mocne 3aBeplieHna YCTaHOBKM HaXMWUTE€ Ha KHOMKY, BblAE€JIeHHYI0 CUHUM -

«[lMepesarpyska cucremnl» (Puc. 7.).

R XOOYCTAHOBKM YCTAHOBKA RED OS MURO!

HMPEL OC Bus
MYPOM
R ancna 83
283 APy ary 3
Mepexarpymsa o1
Hcnoneosasse dTOM0 NPOSYNTa NOANAAIET NOL SERCT BHE NHEFHIMOHHOT O COF RaWeHrA fusr/share/rd
— release/EULA

PucyHok 7

MO NN-3n, NN Ouanor cuctembl ACOAYAN «OL-3J1». PykoBoacTBo No ycTaHOBKE, 3anycky 1 yaaneHuto MO.
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[Mocne nepesarpysku OTKPOETCH OKHO nNepBon HacTpourku Puc. 8.

PR WAL ROV

\.M.mw
m Aupopmret | wanns

L Wreaery e W T = S ¢ (R Y

PucyHok 8

Haxmute Ha ccbinky «Hdopmaums o nuueHsumn». B nosisuBwemcs okHe (Puc. 9.)

OTMEeTbTE nNapameTp «A npuHMMaro JiMueH3NOHHOE corralleHne» N HaXXKMUTe KHOMKY «['oTOBOY.

PucyHok 9

Mocne aToro HeoGxoAMMO nepes3arpy3vTb KOMMbIOTEP M B OTBET Ha nNpurnaweHve
onepaunoHHon cuctembl PE[l OC BbiGpaTb nonb3oBatens «dialog», npu 3TOM BXOo4 OOSKEH

ObITb OCyLLlecTBINEeH Ge3 3anpoca naporsi.

BHUMAHME:

Hanee ons ecex delicmeul, orucaHHsIX & daHHOM pyKkosodcmee HEO6X00UMO cmpozo
cobmodams umetiHo makoli nopsidok exoda & ceaxc nonbsoeamens PE/] OC, m.e. om umetu
nonb3osamens «dialog».

3.3. Bxopa B cucteMy ¢ npaBamu cynepnonb3oBaTens (root).

MO Nr-an, N Auanor cuctemsl ACOYANM «OL-3M». PykoBoacTBO No ycTaHoBKe, 3anycky u yaaneHuto MO.
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Bce pencteusa B cucteme PE[] OC no HacTponke v pedakTMpOBaHUIO BbIMOSTHAKTCA OT
UMeHM Nonb3oBaTens root ¢ npasamu cynepnonb3oBaTens (agMuHUcTpaTopa).
BbiBeCcTM Ha akpaH komaHgHyto cTpoky PELl OC, KNUKHYB NUKTOrPaMmy B HUXXHEN CTpOKe

MOHUTOpPA, Kak nokasaHo Ha puc. 10.

PucyHok 10

B OTKPbIBLLEMCA OKHE TEpMUHAlla BBECTU KOMaHAY — «SU», Ha)XaTb KraBuLly Enter Ha

Knaeuartype, Kak nokasaHo Ha puc. 11.

dialog@arm-ing:/home/dialog

W

PucyHok 11

B oTBeT Ha 3anpoc cuctemMbl — «BBeanTe naponb», BBECTU Napofb Cynepnosib3oBaTess
root ¢ npaBamun agMmuHuctpatopa — «111111111Qgq@».

[Mocne ycnewHon aBTopmn3aumm B KOMaHAHOW CTPOKE M3MEHUTCA MMS Norfb3oBaTens Ha
root n NOABUTCA 3HAYOK agMuHUCTpaTopa «#» (Puc. 12.). [anee Be3ge no TekcTy rae nepeg
KomaHgon OyneTt ykasaH 3Ha4vyoK «#», criegyeT BbIMOMHATb yKa3aHHY KoMaHdy C npaBamu

nonb3oBaTens root.

MO NN-3n, NN Ouanor cuctembl ACOAYAN «OL-3J1». PykoBoacTBo No ycTaHOBKE, 3anycky 1 yaaneHuto MO.
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dialog@arm-ing:/heme/dialog

PucyHok 12

3.4. Hactpowka IP-agpeca komnbtoTepa.

,D,J'IFI HaCTpOIZKI/I ceTeBblX NapamMmeTpoB KOMMbKOTEPA MOXHO BOCMNOJ1b30BaTbCA

nHdopmaumnen n3 6asbl 3HaHunm komnanHum OO0 «Pen Codt» no ccbinke - https://redos.red-

soft.ru/base/manual/network/network-settings/, a wumeHHO pasgen: HacTtpoumka ceTm B

rpachnyeckom ceaHce.

[Ona Havana TpebyeTcsi BKNHOYUTL KOMMbIOTEP U OOXAATbCS 3aBepLUEHUs] 3arpysku,
ycTaHoBrneHHon Ha npegbiaywem atane OC PE[] OC, ecnu koMnbloTep Obif BbIKMOYEH, 1 BONTH
B cucTtemy BbibpaB nonb3oBartens — “dialog”.

Hanee HeobxooMMoO OTKPbITb OKHO «CeTeBble COeAMHEHMS» U YCTaHOBUTb Kypcop

yKazaTtend «Mblllb» KakK Noka3aHO Ha puUcC. 13. n HaxXaB npaByk KHOMKY «MbILLN» BbI3BATb

PucyHok 13

MO NN-3n, NN Ouanor cuctembl ACOAYAN «OL-3J1». PykoBoacTBo No ycTaHOBKE, 3anycky 1 yaaneHuto MO.


https://redos.red-soft.ru/base/manual/network/network-settings/
https://redos.red-soft.ru/base/manual/network/network-settings/
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KOHTEKCTHOE MEHI0, CETEBbIX COEOMHEHWW KaK MokasaHo Ha puc. 14., B KOTOpPOM

HEeoBX0AMMO KINUKHYTb JIEBOM KHOMKOW MbILLK CTPOKY — «[lapameTpbl COeAUHEHUMN. .. »

BEAHOYNTE NOAAe DHKY CeTK
4 BrNHOUnMTE YE2 40MASHMA
CEEeeHNA O COeJMHEHIA

f MapameTpbl CcoeaHe HAA...

O nporpamme
B =

PucyHok 14

B oTkpbiBwemcs okHe «CeTeBble coeanHeHMsi» HeobxoaumMo BbiGpaTb TOT CeTeBOW
agantep (B 4aHHOM cnyyae — enp0s3), KOTOpbI UMeeT hu3nyeckoe NOAKNIYEHNE K KOHKPETHOM
nokasibHOW ceTu B COOTBETCTBUM C [TpOEKTOM CUCTEMBI U HaXaTb KHOMKY «A3MeHnTb BblIbpaHHOEe

coeiMHEHMEY, KaK NokasaHo Ha puc. 15.

CeTenkie COBAMHEHNS -+ @3

~ Ethernet

enpls3 41 MMHyTa =333

FIZMZHWTE SoRpaHHOS 002 MHEHAS

PucyHok 15

[lanee B OTKpbIBLUEMCS OKHE CBOWCTB CETEBOro agantepa Ha Bknagke «[lapameTpbl
IPv4» Hy)XHO 3agaTb BPYy4HYIO NapamMeTpbl CETEBOrO NOAKIIOYEHNS, HaXkaB KHOMKY «[1ob6aBuTby,

Kak nokasaHo Ha puc. 16.

MO NN-3n, NN Ouanor cuctembl ACOAYAN «OL-3J1». PykoBoacTBo No ycTaHOBKE, 3anycky 1 yaaneHuto MO.
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W3meHeHue enp0s3 - ~ B
Wmsi coegurenus | enp0s3

Ocrosroe  Etherne CravaapT GesonacHocTii 802 DCE i NapameTpsi IPv4

MeTog — AsTomatmuecku (DHCP) -

AononHUTeNbHbIE CTAaTUYECKWE agpeca

Appec Macka ceTi Wintos NoBasuTs

Yaanuts

JAononnuTensHsie cepeepbl DNS
JAONOAHUTENLHEIE MONCKOBLIE 4OMEHb!
1D knuerHTa DHCP

Tpe6osate agpecaLuio IPV4 AnA 3TOMO COEAMHEHUR

MapLupyTL...

OTmetmTs + Coxpamine

PucyHok 16

Mocne aToro Ha akpaHe cTaHeT AOCTYMNHO OKHO Ans fobasneHna napametpos: Agpec(IP-

agpec), Macka ceTu, Kak nokasaHo Ha puc. 17.

I
- dialog

VismeHenme ens33
Vs coeanhenn  ens33
Mapaverpui IPvd T

Metog | AsTomatveckn (DHCP)

[lononHmTenbHble CTaThuECKMe gpeca

Appec Macka cetn UWintos TioGarr

Yaanuts

[lononHTenbHsie cepaepsl DNS

TpeGosats anpecalyio IPv4 417 3TOF0 CoAMHEHIR

TYEFD

PucyHok 17

[anee cnepyeT BBECTU B COOTBETCTBYHOLLME MOMA KOHKPETHbIE 3HAYEHNSA KaK NnokasaHo
Ha puc. 18. n HaxaTb kHOMNkKy — «CoxpaHuTby». (Ha Puc. 18 ykasaHbl criydyanHble 3HAYEeHUS:
Appec(IP-agpec) n Macka ceTun, KOHKPETHblE 3HAYEHUSA YKa3blBalOTCA B COOTBETCTBMM C

[Mpoektom cuctembl ACOYOI).

MO NN-3n, NN Ouanor cuctembl ACOAYAN «OL-3J1». PykoBoacTBo No ycTaHOBKE, 3anycky 1 yaaneHuto MO.
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W3menenue ens33

Mapamerpu 1Pv4
ETomaTiecs [DHCP)

[ONONHUTENbHBIE CTATU ECKME AAPeCa
Agy Macka ceTh LWnto. DoSasime
( W Yaanume

AOnONKUTENG Hie CepBEpLl DNS

Tpeboaar, anpecauyso IFV4 AR 37070 CoeAVHEHIR

Mn, 16 cen, 15:50

TN . ..c.c conanesine

PucyHok 19

Mocne aToro cnegyeT 3akpbiTb OKHO CETEBLIX NAPaMETPOB, HAXKaB HA CUMBOJ «X» B NPaBOM
BEPXHEM YrIy akTUBHOIo okHa — «CeTeBble coeAMHEHUs», Kak nokasaHo Ha puc. 19.

[enctems gaHHOro nyHKTa HeobxoauMMo nNpoaenaTh 4SS OCTanbHbIX CETEBbLIX aAanTepos,

B cooTBeTcTBMM C Tabnuuen |IP apgpecoB, ecnu [1poekToM CUCTEMbI MNPeayCMOTPEHO

NoaKoYeHMe OaHHOrO0 KOMMbKOTEPA K HECKONbKAM NOKalbHbIM CETAM, MNPUMEPHbIA BUA

dparmeHTa Tabnuubl NPUBEOEH HUXKE.

MO NN-3n, NN Ouanor cuctembl ACOAYAN «OL-3J1». PykoBoacTBo No ycTaHOBKE, 3anycky 1 yaaneHuto MO.
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dparmeHT Tabnuupl IP agpecos?

Ne Hamveropare IP anpec IP anpec IP anpec IP anpec | [fpumeuanne

n/n 00beKTa cerb Ne 1 cerb Ne 2 ceTb Ne 3 ceThb Ne 4

10.0.1.11/24 | 10.0.2.11/24 | 10.0.3.11/24 | 10.0.4.11/24

1. | CraHnus cBs3u
(komMmIBIOTEP
OCHOBHOM)

5 | Cramus cesan | 10-0.1.12/24 | 10.0.2.12/24 | 10.0.3.12/24 | 10.0.3.12/24

(kommIBIOTED
pEe3CPBHEBII)

Mocne nepesarpys3ku KOMMNbIOTEPA N3MEHEHUS BCTYNST B CUMY.

3.5. YcraHoBka hostname komnbioTepa CTaHUmMs CBA3MN.

[nsa yctaHoBku napameTpa - hostname komnbloTepa HEOBX04MMO B TEpMUHANe OT UMEHU
nonb3oBaTtesis ¢ npaBamMu «root» BbINOMHUTL KOMaHAay: set-hostname.

Hanpumep, 4ToObl yCTAaHOBUTbL «arm-ing» B KA4eCcTBe 3Ha4yeHnss hostname komnbloTepa,
HeobXo4MMO Ha 3TOM KOMMNbIOTEPE B TEPMUHANE BBECTU:

# hostnamectl set-hostname arm-ing

Mpymep BbINOAHEHNA OaHHOW KOMaHabl npusegeH Ha puc. 20. BTopas komaHga

BbIBOAUT Ha TEPMUHall YyCTaHOBJIEHHOE 3Ha4YeHNne hostname KOMMNbrOTEPA — «arm-ing».

T

PucyHok 20

3.6. [lpoBepka BknoYeHust goctyna no SSH.

2 NlaHHble agpeca NpvBeAeHbl TONbKO AN NpuMepa, KOHKPEeTHbIE 3HaYeHus onpeaenstoTcs MNpoekToM cUcTeMbI.

MO NN-3n, NN Ouanor cuctembl ACOAYAN «OL-3J1». PykoBoacTBo No ycTaHOBKE, 3anycky 1 yaaneHuto MO.
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B daine /etc/ssh/sshd_config.d/01-permitrootlogin.conf
e MOMEHATb CTPOKY - PermitRootLogin no
Ha cTpoky - PermitRootLogin yes
e rnepe3anyctutb ssh, BbINOMHMB KOMaHgQy B TepMuHane OT WMEHU

nonb3oBaTens — «rooty»:

# systemctl restart sshd

3.7. Hactpowka SeLinux

Ana oTknoyeHunsa SeLinux B dhanne /etc/selinux/config
- 3ameHuTe cTpoky SELINUX=enforcing Ha SELINUX=disabled

- BbINONHUTE KoMaHay setenforce 0

3.8. Hactporika gna aBTomaTnu4eckoro cbopa gamnos

Ana asTomatmyeckoro cbopa mHpopMaumm O npouecce Npu aBapumMHOM 3aBepLUEHUN
nporpaMmbl yXxe yCTaHOBMEHA W UCNONb3yeTcst N0 YMONYaHuo nporpamma systemd-coredump.
MpoBeEPUTL 3TO MOXHO C MOMOLLbIO KOMaHAbI:

cat /proc/sys/kernel/core_pattern

B BbiBOAE [OMKHA NpMCYTCTBOBATL CreayoLwas CTpoka:

|/usr/lib/systemd/systemd-coredump %P %u %g %s %t %c %h

Ana ysennyeHna numuta Ha pasmep gamnoB B ¢avne /etc/systemd/coredump.conf B
cekumm [Coredump] HEO6XO0ANMO PpacKOMMEHTMPOBaTb CTPOKM M 3af4aTb UM 3HAYEHMS:

ProcessSizeMax=500G

ExternalSizeMax=500G

Compress=no

BHUMAHMUE!

M nocne aToro nepeunTtatb MU3MEHEHHbLIN (pans cepeuca creyoLlen KOMmaHaou:

# systemctl daemon-reload

MO Nr-an, N Auanor cuctemsl ACOYANM «OL-3M». PykoBoacTBO No ycTaHoBKe, 3anycky u yaaneHuto MO.
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Hamnbl 6yayT co3gaBaTtbes B katanore /var/lib/systemd/coredump.
[na npocmoTpa BCex CO34aHHbIX 4aMMOB MOXHO MCMNONb30BaTh KOMaHAY:

# coredumpctl list

3.9. HacTpoika CUHXPOHU3aLNN BpEMEHU

HacTtpoutb dann /etc/chrony.conf

server 10.0.1.3 iburst
server 10.0.2.3 iburst
server 10.0.1.4 iburst
server 10.0.2.4 iburst

Ecnn Tpebyetca ycTaHOBMTb (PYHKUMOHAN cepBepa CUHXPOHU3aLMK
Heobxoanmo AoGaBuTb KOMaHay:

allow 192.0.2.0

3anyctutb chronyd n gobaBuTb €ro B aBTO3arpya3ky

# systrmctl start chronyd.service

# systrmctl enable chronyd.service

3.10. HacTpoika paamepa CUCTEMHBbIX XXypHanos

B dhann /etc/logrotate.d/syslog nepeg "missingok" go6aBuTb CTPOKM:
maxsize 50M

rotate 2

maxsize - pasmMmep, Nnocrie NpesbILEeHNs KOTOPOro ann n3 cnucka:
/var/log/cron

/var/log/maillog

Ivar/log/messages

Ivar/log/secure

/var/log/spooler

AOIMKeH 0BHYNUTLCA (C CO34aHMEM pe3epBHON KOMuK)

rotate - UnCcnNo pe3epBHbLIX KONWUI, Aanblue camas cTapas yganseTcs
3aTeM BbINOMHUT:

# cd /etc/logrotate.d

# logrotate syslog

MO NN-3n, NN Ouanor cuctembl ACOAYAN «OL-3J1». PykoBoacTBo No ycTaHOBKE, 3anycky 1 yaaneHuto MO.

BpEMEHMH,
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4. YctaHoBka MO KoHTponb aocTtyna nonb3oBaTtesneun
Ha KoMmnbloTep CTaHUMA CBA3N

BHUMAHMUE:

Leticmeusi npueedeHHble HUXe 8 3mOoM .4 Heob6XxO00UMO 8bIMOMHUMbL Ha KaXoom

Komribtomepe: CmaHyusi ces3u (OCHOBHOU U pe3ep8HbIl).

4.1. O6wwue ceegeHns 0 peno3nTopun N HaMMeHOBaHUM NakeToB
cuctembl ACOYAIN

PasBepTbiBaHue 0 cuctembl ACLYLI 3akntoyaeTcst B yCTaHOBKE rpm nakeToB. [1akeTsbl

HaxoadaTcsa B peno3utopun Ha cepsepe 1Y, npuyMmepHbIn By COOLEPXMMOro penosutopust

npuBegeH Ha Puc. 21. [lakeT nmeeT M4, KOTOPOe CoaepUT B cebe HECKOMbKO Nonen.

Bas3oBbin nakeT:

PaccmoTtpum Ha npumepe <stnlink-2.1.22-1.el7.x86_64.rpm>

«stnlink» - HanmeHoBaHue 0O (B Hawem crnydae CTaHUnA CBA3N);
«2.1.22-1» - Bepcus nporpammsil;
«el7.86_64y» - pabovasa nHpopmaums;

«rpm» - popmart parnna nakera.

Mrmas Tun Pasmep i#* Adarva ATpnOYyT
serpolicy-console-1.0.1-outconfig.x86_64.rpm i gatemm-1.2.2-
MetrolLin-6.0.8-1.el17.x86_64.rpm P gatempcel-1.2
gdmch-1.2.2-1.el7.x86 _64.rpm { gatempcel-1.2.
Metro Trop-120.25.9-1.¢e noarch.rpm I gatempcel-1.2
Metro_Trop-120.25.9-1.el7 ¥ o
gatempcel-1.2.3-1.el7.x86_64.rpm ) gatemm-1.2.1
gdmts-1.2.2-1.el7.x86_64.rpm § MetroLin-6.0.6
i
gatempcel-1.2.2-1.el7.x86_64.rpm §} MetroLin-6.0.5
gdmcli-1.2.1-1.el7.x86_64.rpm : gamcli-1.1.4-2
gdmcliSokol-1.2.1-1.el7.noarch.rpm i gatemm-1.2.1-
gdmitsSokol2-1.2.2-1.el7.noarch.rpm gatempcel-1.2
gdmtsSokoll-1.2.2-1.el7.noarch.rpm i gdmts-1.2.1-1.¢
gateTroparevo2-1.2.2-1.el7.noarch.rpm 1 gdmcli-1.1.4-1
gateTroparevol-1.2.2-1.el7.noarch.rpm $ MetrolLin-6.0.2
gatemmSckol2-1.2.2-1.el7.noarch.rpm 3 gdmcli-1.1.3-1
P gatermmsSokol1-1.2.2-1.el7.noarch.rpm P rpm_info-1.1.1-

PucyHok 21

AfanTupoBaHHbIN NakerT:

MO NN-3n, NN Ouanor cuctembl ACOAYAN «OL-3J1». PykoBoacTBo No ycTaHOBKE, 3anycky 1 yaaneHuto MO.
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PaccmoTtpum Ha npumepe <Ip1Apkan-1.1.2-1.el7.noarch.rpm>

- «lp» - HaumeHoBaHue MO (B Hawem cnyvyae NUHenHbIN NYHKT CTaHumMn CBA3K);

- «1Apkan» - nmMs cTaHUMM M NPU3HaK, YyKasblBalOLMW Ha KakKOW KOMMbIOTEP
(ocHOBHOWM MNK pe3epBHbLIN) ByaeT ycTaHOoBIEH nakeT (unudpa 1 — 3TO OCHOBHOM KOMNbIOTEP, 2
— 3TO pe3epBHbIN KOMMbIOTEP);

- «1.1.2-1» - Bepcus nporpamMmmsl;

- «el7.» - paboyvasa nHdopmauus;

- noarch — Bu3yarnbHbI/ NPU3HaK TOro, YTO 3TO a4anTUPOBAHHbINA NaAKEeT;

- «rpmy» - oopmaT parna naketa.

Onsa ynpasnenna n nogaepxkun MO ncnonesyetca meHepxkep naketoB DNF. Bce nakeThbl
MO ACOYAl xpaHaTca B IokanbHOM peno3ntopun Ha cepsepe MY 1 nnn MNy2:

/usr/share/nginx/html/repos/Dialog

/usr/share/nginx/html/repos/RedO0S7.3

Mpegnonaraetcsa, Ha Cepsepe 1Y yxe yctaHoBneH cepsep Nginx.

UTobbl yCTaHOBUTbL NakeT, Hago 3anycTuTb KomaHay «dnf install <uva _naketa>». OHa
aBTOMaTU4YECKM paspeLunMT U YCTaHOBUT BCE HeobXOAMMble 3aBUCUMOCTU ANSA YKa3aHHOro
nakeTta:

Mpumep:

# dnf install stnlink-2.1.22-1.el7.x86_64.rpm

[anee ycraHaBnuBaem Ha kaxabii komnboTep(APM, Cepsep) cBon Habop nporpamm, B
cooTBeTCTBUU C [TpoeKkToMm.

Mpouecc yctaHoBkun basosoro n AgantuposaHHoro MO AeHTUYHbI, pa3nMyarTCa TOSbKO
HaumMmeHoBaHMeM naketa. XenatenbHO cHayana YycTaHoBuTb basosoe [10, a 3aTtem
ApantupoBaHHoe [10. Ecnu nakeTbl nporpamm Obinn yCTaHOBMEHbI paHee, TO cuUcTema

npenynpeanTt 00 3TOM 1 He BbINOMNHUT YCTaHOBKY nakeTta.

4.2. HacTtponka gocTtyna K nokanbHOMY peno3nTopuio CUCTEMBI
ACOyan
B nanke /etc/yum.repos.d c nomoLb0 TEKCTOBOro pegakrtopa «Pluma», «nano» mnnu
«mcedity Heobxogumo oTpepaktupoBaTb dannbl: RedOS-Base.repo, RedOS-Updates.repo,
RedOS-kernels.repo, T.e. HacTpouTb obpalleHne K ctaHgapTHbIM penosutopusam PE[ OC,
KoTopble Tenepb pa3melleHbl Ha Cepsepe MY. [Ons atoro Heob6xoaMmo, HanpuUMep C NOMOLLIbHO
pefakropa nano OTKPbITb COOTBETCTBYIOLLMIA (hansi, OTpeaakTMpoBaTb €ro N COXpPaHUTb.

Onsa craHgaptHoro peno3utopua - RedOS — Base, dann - RedOS-Base.repo,

MO NN-3n, NN Ouanor cuctembl ACOAYAN «OL-3J1». PykoBoacTBo No ycTaHOBKE, 3anycky 1 yaaneHuto MO.
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Heo6X04MMO BbINOSTHUTL KOMaHAY:
# nano /etc/yum.repos.d/RedOS-Base.repo

npuMmMep BbI30Ba KOMaHabl NpuBeaeH Ha Puc. 22.

dialog@arm-ing:/home/dialog - B3

@ann MNpaeka Bwg Mowck TepmwuHan Nomolls

dialogl# nano /etc/yum.repos.d/Red0S-Base.repo

dialogl#
dialogl#

PucyHok 22

,El,anee nocre BbINOJIHEHNA KOMaHAbI I'IpOI/I3OIZ,D,eT BXO4 B peaakTop nano n OTKpbITUEe Ha

pefaktupoBaHue anna - /etc/yum.repos.d/RedOS-Base.repo, kak nsobpaxeHo Ha Puc. 23.

dialog@arm-ing:/homerdialog

Jetc/yun. repos.d/RedlS-Base. repo

/r

PucyHok 23

Heobxoanmo oTpenaktupoBaTb(3aMeHUTb) coaepxnmoe danna Ha NpUBeLEHHOE HUXE:

RedOS-Base.repo

[base]

name=RedOS - Base

baseurl=http://10.0.1.4/repos/RedOS7.3.1/base; http://10.0.2.4/repos/Red0S7.3.1/base
enabled=1

gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-RED-SOFT

PesynbTat oTpegaktupoBaHHoro dgpamna npusegeH Ha Puc. 24.

MO NN-3n, NN Ouanor cuctembl ACOAYAN «OL-3J1». PykoBoacTBo No ycTaHOBKE, 3anycky 1 yaaneHuto MO.



23

PucyHok 24

Mocne aToro HeobxoaMmo coxpaHuTb ann — Ctrl/O (ogHOBpeMeHHOE HaxaTue KnaBuLl:

Ctrl n O), a 3atem BbINTN U3 pegaktopa — Ctrl/X (Ha natnHckoun knasunaTtype).

BHUMAHMUE:

B cTpoke - baseurl HeobxogmMmo ykasaTb KOHKpeTHble IP-agpeca Cepsepa 1Y (BblaeneHo

KpacHbIM), B COOTBETCTBUM C MPOEKTOM CUCTEMBDI.

AHanornyHelM obpasom oTpeagakTupoBaTtb: RedOS-Updates.repo, RedOS-kernels.repo.

RedOS-Updates.repo

[updates]

name=RedOS - Updates

baseurl=http://10.0.1.4/repos/RedOS7.3.1/updates; http://10.0.2.4/repos/RedOS7.3.1/updates
enabled=1

gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-RED-SOFT

RedOS-kernels.repo

[kernels]

name=RedOS - kernels

baseurl=http://10.0.1.4/repos/RedOS7.3.1/kernels; http://10.0.2.4/repos/RedOS7.3.1/kernels
enabled=1

gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-RED-SOFT

Cneayrowmm warom — Heob6xoaANMMO HacCTPOUTbL obpaLleHme K NMoKanbHOMY PENO3UTOPUIO

ACOYOMN, B koTtopoM xpaHatca rpm naketbl 1O cuctembl, T.e. co3gatb pann -

/etc/yum.repos.d/Dialog-trans.repo.

MO NN-3n, NN Ouanor cuctembl ACOAYAN «OL-3J1». PykoBoacTBo No ycTaHOBKE, 3anycky 1 yaaneHuto MO.
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AHanorn4yHo:
# nano /etc/yum.repos.d/Dialog-trans.repo
N BcTaBuTb B cogepxxnmoe canna HMKeNpuUBeaEHHOE:

[dialog]

name=Dialog-trans Repository
baseurl=http://10.0.1.4/repos/Dialog,http://10.0.2.4/repos/Dialog
enabled=1

gpgcheck=1

repo_gpgcheck=0
gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-DIALOG

®ann «RPM-GPG-KEY-DIALOG» kntouya nognucu — gpgkey B35iTb 13 NpOEKTa CUCTEMbI
(T.e. ckonmMpoBaTb C YCTAHOBOYHOrO HocuTens, unn penosntopusi Cepeepa Y Ha BHYTPEHHUN
anck komnbtoTepa CtaHums cessm no agpecy — «etc/pki/rpm-gpg/RPM-GPG-KEY-DIALOGY).

Mpumep KOMaHAabI:
# cp <nymb_Ha_ycmaHoso4YHoM_Hocumerne>RPM-GPG-KEY-DIALOG /etc/pki/rpm-gpg/RPM-GPG-KEY-DIALOG

4.3. 0O6wwme ceegeHmns o MO KoHTponb goctyna nonb3oBaTtenen

MO «KoHTponb AocTyna nonb3oBaTtenen» (security policy) no3BonsieT ynpaBnsATb
AOCTYNoOM nosb3oBaTernen K pecypcam komnototepos ACOYAN.

MO «KoHTponb goctyna nonb3oBaTenen» BbiMOMHAET crieayowme pyHKUmK:

- ayTeHTuduKauns nonb3osarenen (No Napono);

- 3anpeT AocTyna nonb3oBaTenien, He UMEKLNX COOTBETCTBYHOLLMX MOTHOMOYMN, K
pecypcam OC;

- O6noknpoBka / pa3bnokmpoBka Bxoaa (Mo naponio);

- aBTOpM3aums 3anycka nporpaMmm (No Naponto), npeaocTasneHne Habopa AprbikoB
AN aBTOPM30BAHHOIO 3arnycka nporpamm;

- pasrpaHuMyeHne gocTyna K nporpaMmmam;

- pasrpaHuyeHne NpMBUIerMpoBaHHoro (sudo) 4ocTyna K pecypcam KOMMNbOTEPOB;

- pasrpaHudeHune yaaneHHoro (ssh) goctyna Kk pecypcam KOMMbIOTEPOB;

- aBTopu3sauma USB-HocuTenen (no naponto);

- nHMymanmsaumsa n segenne bl nonb3osatenen ACLlY;

- perncTpaunsa pakTtoB AOCTyNa B CUCTEMHbIX XypHanax;

- HacCTpoOMKa LIEHTPanM30BaHHOIO XpaHeHWs, poTauMuM M NPOCMOTPa CUCTEMHbIX
XypHanos (rnor ¢pannos);

- AO0CTYyN Nonb3oBaTenst K KOPPEKTUPOBKE CBOEN YHETHOW 3anncu (STIMYHbIN KabMHET).

MO NN-3n, NN Ouanor cuctembl ACOAYAN «OL-3J1». PykoBoacTBo No ycTaHOBKE, 3anycky 1 yaaneHuto MO.
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4.4. YcrtaHoBka 6asosoro MO KoHTponb goctyna
nonb3oBaTenen

Ana ycraHoBkn MO «KoHTponb poctyna nonb3oBatenen» Heobxoaumo 3arpysutb

(BKNIOYNTB KOMNBIOTEP) U BOUTU OT MMEHU nornb3oBartens «dialog».

Hanee 3anyCtntb T€pMuUHall U BbIMOJIHUTL KOMaHOy - «Su», T.e. BOUTU OT WUMEHMU

nonb3oBaTens ¢ npaBamMmn agMMHUCTPaTop («root»).

3ateM BLINONHUTL B TepMuHane cnegywuwyto komaHgy(npumep Onsi YCTaHOBKU U3
cTaHgapTHoro penosutopua cuctembl ACAYAN):

# dnf install security policy-1.1.14-1.el7.x86_64.rpm?3

Ecnu HeobxoOumo ycmaHO8UMb Mnakem He U3 cmaHdapmHo20 pPero3umopusi, mo
KomaHOa 6ydem makou (3mo mMoxem riompebosambcs 0519 mecmupo8aHuUsi fpu yCmMaHOB8Ke Ha
omoeribHbIU KOMIMbomep)

dnf install <nymb_K_cbauny-rom>/security _policy-1.1.14-1.el7.x86_64.rpm

roe <nyTb_K_cpanny-rpm> — 3To NOMHbIA NyTb pasmelieHns danna —
«security_policy-1.1.14-1.el7.x86_64.rpm» B pannoson cucteme PE[ OC
(Hanpumep Ha donaw-Hakonutene, CD-ROM, BHyTpeHHEM AMCKE OaHHOrO KOMMbIOTEPA).

[Mpnmep BbINOMHEHUA AAaHHOW KOMaHAbl B TEpMUHane npueeneH Ha puc. 25.

3 Bepcusa naketa MOXeT MeHATLCA B 3aBMCUMOCTM OT MNpoekTa. Mpeanonaraetcs, 4to Ha Cepsepe MY K 3TOMy MOMEHTY
YK€ YCTaHOBIEH U A0CTYMNEeH CTaHAApPTHbLIN NoKanbHbIA PeNO3NTOPUNA.

MO NN-3n, NN Ouanor cuctembl ACOAYAN «OL-3J1». PykoBoacTBo No ycTaHOBKE, 3anycky 1 yaaneHuto MO.
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Ha npurnawenune — «lMpogomxkmte? [a/H]:» B HWKHEN YyacTn okHa TepMunHana cnegyet
BBECTM CMMBOJ — «» HA PYCCKOM perncTpe KnaBmaTtypbl, Kak nokasaHo Ha puc. 26. [Mpwu
aTom ytunuta DNF npoBoguT cTaHAapTHYO NnpoLueaypy NpoBepKU 3aBUCUMOCTEN U KOH(PNNKTOB

C y>Xe YCTaHOBJIEHHbIMW NakeTaMW.

dialog@iocathost:Mome/dislog

PucyHok 25

PucyHok 26

PeaynbTtat 3aBepLueHmsi onepauyum yctaHoku 10O KoHTponb goctyna nonb3oBaTenen
nokasaH Ha puc. 27. [1o ymonyaHuio nakeT yCcTaHaBNMBaETCA B katanor — «/opt/dialog».

B 3aBMCMMOCTM OT CKOPOCTU AOCTyNa MHTEPHET-COeAUHEHUS BPEMS YCTAHOBKU BCEX

HeobXoaMMbIX MaKeTOB MpWU paspelleHMr 3aBUCUMOCTEN MOXET 3aHMMaTb [0 HECKOSIbKUX

MUHYT.

@localhosthome/diaiog.

MO NN-3n, NN Ouanor cuctembl ACOAYAN «OL-3J1». PykoBoacTBo No ycTaHOBKE, 3anycky 1 yaaneHuto MO.
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PucyHok 27

4.5. YcrtaHoBka agantupoBaHHoro 10O KoHTponb goctyna
nosib3oBaTenen.

[na KoppekTHon paboTbl fanee HeobxoaMMO YCTaHOBUTb rpm-naket, dann —

«security_policySokol-1.1.14-1.el7.noarch.rpm», cogepxawmn agantmposaHHoe [M0O.

BHUMAHMUE:

BCe Ha3BaHMA OGLEKTOB WCMOMb3oBaHHbie B AaHHOM MO M BbIBOAMMbIE HA 3KpaH
MOHUTOPa SBMSIOTCS BbIMLILUNEHHbIMM, @ BCE COBMAAeHWs C BOSMOXHBIMM pearnsHbIMN
06beKTaMn — YNCTas Cy4aitHoCTb.

AHanornM4yHo npeapiayLwemMy nyHKTy:

# dnf install security _policySokol-1.1.14-1.el7.noarch.rpm?
nnu
dnf install <nyTb_K_cbanny-rpm>/security _policySokol-1.1.14-1.el7.noarch.rpm

roe <nyTb_K_cpanny-rpm> — 3To NOMHbIA NyTb pasmeleHns danna —

«security_policySokol-1.1.14-1.el7.noarch.rpm» B channoson cucteme PE[

[Mpymep BbLINOMHEHUS AAHHOW KOMaHAbl B TepMUHane npuBedeH Ha puc. 28.

aloglocalhest:/homes dalog

PucyHok 28

4 Bepcus nakeTa 1 Ha3BaHWe 06beKTa MOXET MEHSTLCSA B 3aBUCUMOCTU OT MNpoekTa.

MO NN-3n, NN Ouanor cuctembl ACOAYAN «OL-3J1». PykoBoacTBo No ycTaHOBKE, 3anycky 1 yaaneHuto MO.
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Ha npurnawenune — «lpogormxkntb? [o/H]:» B HWXHeN YyacTn okHa TepmuHana cnegyet

BBECTU CUMBOJT — «» Ha PYCCKOM perucTpe KnasuaTypbl.
PesynbTat 3aBepLleHns onepaunmn yCTaHOBKM rpm-nakeTa nokasaH Ha puc. 29. [lo

YMOJSYaHuo NakeT yCTaHaBnmBaeTcs B katanor — «/opt/» B nankun — «dialog» n «dialog_share».

PucyHok 29

5. [lononHuTenbHbIe HACTPOUKN KOMNbIOTEpPaA
CTtaHuuA cBA3MN

5.1. Hactpownka FTP cepsepa

1. YctaHoBuTb vsftpd n fip.  [1ng 3TOro BbINOSHUTD:

# dnf install vsftpd

# dnf install ftp

2. B danne /etc/vsftpd/vsftpd.conf onpegennts 3HavyeHne «YES» ans OMpekTuBbl

anonymous_enable

anonymous_enable=YES

2. VIamMeHuTb [oMallHio  gupekToputo  nonb3osatens ftp Ha agupektopuio B
cooTtBeTcTBUM C NpoekTom cuctembl ACOY[IN
(nycTb Ansa onpegeneHHoCcTn aTo byaeTt anpektopusa — Home LP)
/opt/dialog/Home_LP/prot:

# usermod -d /opt/dialog/Home LP/prot ftp

4. 3anyck cepBepa 1 BKNOYeHUsa gemoHa vsftpd B aBTo3arpysky :

MO NN-3n, NN Ouanor cuctembl ACOAYAN «OL-3J1». PykoBoacTBo No ycTaHOBKE, 3anycky 1 yaaneHuto MO.
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# systemctl start vsftpd

# systemctl enable vsftpd

Ona nanku /opt/dialog/Home LP/prot n eé dannoB ¢ NOMOLIBD KOMaHAHOW CTPOKMU
BbICTaBUTb NpaBa Ha YTeHue nanku n gannos:

# chmod a+r

5.2. Hactpownka cnyx6el SNMP

YctaHoBuTb areHT SNMP 1 gononHuTenbHble yTUNUTLI U3 CTaH4APTHOrO peno3nTopus:
# dnf install net-snmp net-snmp-utils -y

# systemctl stop snmpd

# net-snmp-create-v3-user [-ro] -A dtrans21 -X Dtrans21 -a MD5 -x DES dialog

# systemctl start snmpd

5.3. Hactpounka Im_sensors

,D,aHHbII7I (*)yHKLl,VIOHaJ'I NOo3BOJIAET OTCNeEXMBaTb TeMnepatypy, HanpaxeHmne n CKOpoCTb

BpaLLEeHNs BEHTUNATOPOB Ha KOMMbloTepe ctaHaapTHbiMK cpeactBamu OC.

1. YctaHoBUTL Im_sensors:

# dnf install Im_sensors

2. [1na 3anycka macTtepa HaCTPOWMKKU Im_sensors BbINOMHUTE KOMaHAY:

# sudo sensors-detect

OTtBeuvarite Y Ha Bce BONPOCHI. YTUnuTa nonbitaetca obHapyxmTb Bce AocTynHole B OC
BCTPOEHHblE annapaTHble faTyuku (Ana npoueccopa, BWOEOKapTbl, NaMATU U Opyrnx
MUKPOCXEM), a TakkKe aBTOMaTU4YeCKM onpenenuTb nogxogsawme gpaveepa ans Hux. Korga
CKaHMpOBaHME [aT4YMKOB 3aBeplumnTcs Bam OyaeTr npeanoxeHo [ob6aBuTb OOHapyXEHHble
MOAynn aapa B aBTO3arpyskKy.

3. Tenepb AN aBTOMaTUYECKOM 3arpy3kn HyXXHbIX MOAYNen JOoCTaTovHO A06aBUTb
Im_sensors B aBTO3arpyaky:

# sudo systemctl enable Im_sensors

5.4. Hactpoika firewalld

[na Havana npousBoacTea paboTbl, Heob6xoanmo yctaHosuThb firewalld:
# dnf install firewalld

[Mocne ycTtaHOBKM, HEOBXOAUMO 3anyCTUTb CEPBUC:

MO NN-3n, NN Ouanor cuctembl ACOAYAN «OL-3J1». PykoBoacTBo No ycTaHOBKE, 3anycky 1 yaaneHuto MO.
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# systemctl start firewalld.service

[ns npoBepkun, 4To cepBUC paboTaeT BbINOMHAEM KOMaHAy:

# systemctl status firewalld.service

Xenaewmblin pesynbTat: running

Tenepb 6GpaHgmayap 3anyLeH n paboTaeT CornacHO KOHUrypauumn no yMONYaHuio.

Ha gaHHbIN MOMEHT CepBUC BKMOYEH, HO He ByaeT 3anyckaTbCA aBTOMaTUYeCKN BMECTE
¢ APM(komnbtoTepom). YTobbl cnydYanHo He 3abrnokupoBaTb cebst Ha COOCTBEHHOM CepBepe,
CHa4yana Heobxoaumo co3gaTb Habop npasusl, U TONbKO 3aTEM BKNKOYUTL aBTo3anyck firewalld.

Hactpowka npaBun firewalld ¢ nomowbio cpyHKUMoHana iptables:

B kadecTBe cCpeacTB 3alinTbl MPUMEHSIETCA CTaH4apTHOE MpOrpaMMHOEe CpPeAcTBO
onepaumoHHon cuctembl PE[LL OC - nporpaMMHbIN MEXCETEBOW 3KpaH C yrnpaBrieHnemM 4vepes
YTUNUTY KOMaHAHOW CTPOKM iptables. O6Lmne npaBua MeXceTeBOro akpaHa:

- 3agaHbl npasuna gns npuema v nepegadv Ans noptoB, MCMOMb3yeMblX MNpu
pabote JIBC cuctembl ACOY[IT,

- Bxogswme nogkntoyeHns, He COOTBETCTBYHOLLME HM OQHOMY NpaBuy 3anpeLLeHbl;

- Mcxogawme NOAKMYEeHUs,, He COOTBETCTBYHOLLME HU  OOHOMY npasuny

paspeLleHbl.

MepeyeHb pa3pelLeHHbIX NOpTOB B cucteme ACOyON:>

Mopt | Tun Ha3HauyeHue APM | CepBep | CtaHUuA
L ny CBSAI3MN
5432 | TCP, | Cepeep B[] PostgreSQL +
UDP

22 TCP | SSH + + +
123 UDP | CHXpoHM3aumsa BPEMEHM + + +

80 TCP | O6HoBnenwne MO 13 penosntopus +

161 UDP | SNMP + + +
5060 | UDP | CuHxpoHM3auus mexay cepBepamm +

ny

5053 | TCP | CurHanbl TY uTC + +
5059 | TCP | CurHanbl TC ot SNMP + +

6051 | UDP | CuHxpoHunsauusa APM LM +

Ana BbIKNtOYeHWs aBTo3anycka crnyxobl- firewalld Heo6xoaUMO BbLINONHUTE KOMaHAY:

# systemctl disable firewalld

5 [laHHbI NepeyeHb NpuBeaeH Ans NpuMepa, KOHKPeTHbIE 3HaYeHNs! onpeaensoTCs NMPOEKTOM.

MO NN-3n, NN Ouanor cuctembl ACOAYAN «OL-3J1». PykoBoacTBo No ycTaHOBKE, 3anycky 1 yaaneHuto MO.
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[ns BkntoyeHns aBTo3anycka cnyxbbl- firewalld He06Xx0ANMO BbINOMHUTL KOMaHAY:

# systemctl enable firewalld

5.5. HacTpowka 3alnTHMKa 3arpy3km gaHHbIX

Ona 3awntbl OT HECAHKUMOHWPOBAHHbLIX W3MEHEHUA W NpepbiBaHMs HOPMasribHOM
3arpy3kmn OC ycTaHaBnmBaeTcsa naposib Ha 3arpy3umk GRUB.

[nsa aToro B ceaHce nonb3oBaTens root He06XoaUMO BbINONHUTE KOMaHAY:

# grub2-setpassword

B oTtBeT Ha 3anpoc «Enter password» HasHa4uuTb HOBbIA NMapoOSib K, B OTBET Ha 3anpoc
«Confirm passwordy», NOBTOpUTb BBOA Naposisi.

Ha cuctemax c 3arpyskon nocpeactsom UEFI komangy HEO6XOANMO BbINOSTHUTL B TAKOM
BapuaHTe:

# grub2-setpassword -o /boot/efi/EFl/redos

[ns NnpuMeHeHus HacTpoek nepesarpy3nTb KOMMbIOTEP.

5.6. Hactponka Cnyx6bl ayguTa

B kauyectBe cpefctBa ayauta MPUMEHSIETCH CTaHOapTHOE MporpaMMHoe CpeacTBO
onepaumoHHon cuctembl PE[] OC — nogcmnctema ayamta Ha 6a3e cnyx6bl auditd.

MapameTpbl cnyxbbl ayauta, wucnonb3yemble npu pabote cuctembl ACOYAIM,
COOTBETCTBYIOT napameTpam ayguta npum yctaHoBke PE[l OC u onpegeneHbl B anne
/etc/audit/auditd.conf:

#

# This file controls the configuration of the audit daemon

local_events = yes

write _logs = yes

log_file = /var/log/audit/audit.log

log_group = root

log_format = ENRICHED

flush = INCREMENTAL_ASYNC

freq = 50

max_log_file = 8

MO NN-3n, NN Ouanor cuctembl ACOAYAN «OL-3J1». PykoBoacTBo No ycTaHOBKE, 3anycky 1 yaaneHuto MO.
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num_logs = 5

priority_boost = 4

name_format = NONE

##name = mydomain
max_log_file_action = ROTATE
space left =75
space_left_action = SYSLOG
verify_email = yes
action_mail_acct = root
admin_space_left = 50
admin_space_left_action = SUSPEND
disk_full_action = SUSPEND
disk_error_action = SUSPEND
use_libwrap = yes

##tcp listen _port = 60
tcp_listen_queue = 5
tcp_max_per_addr =1

##tcp client_ports = 1024-65535
tcp_client_max_idle = 0
transport = TCP

krb5_principal = auditd
##krb5_key file = /etc/audit/audit.key
distribute _network = no

q_depth = 400

overflow_action = SYSLOG
max_restarts = 10

plugin_dir = /etc/audit/plugins.d
[ononHuteneHble npaBuna pAns ayauta CoObITUA, CBA3AHHbLIX C  MPUKITALHBIMU

nporpamMmmamMu, He yCTaHaBIiMBalOTCA, T.K. ayaUT 3TUX cobbiTnn obecneumBaeTca cpeaocrtBamMmum

CaMux rnpuKnagHbixX riporpamMmm.

5.7. Hactponka 3awmTbl no pekomeHgaumam GCTIK

. Bce nonb3osatenu OC co3gatoTcs ¢ HenyCcTbiMU NaponsiMu.
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. MonHbIM gocTyn K KOMaHae sudo (C naposieM) paspeLleH root n rpynne wheel.

. YcTaHOBMNEHbl KOpPPEeKTHble npaBa AocTyna K dannam ¢ NepeyHamu
nosib3oBaTenibCkmx naeHtTndmkatopos (/etc/passwd) u rpynn (/etc/group) ¢ NOMOLLbIO KOMaHA;:

# chmod 644 /etc/passwd;

# chmod 644 /etc/group;

# chmod go-rwx /etc/shadow.

. YcTaHOBMEHbI KOPPEKTHbIE NpaBa A0CTyrna K CTapTOBbIM CKpUNTaM CUCTEMbI MyTEM
BbINOSTHEHNA KOMaHAbl chmod o-w <filename> Kk kaxgomy danny B gupekrtopusix /etc/rc#.d, a
TaKxe K parinam .service, NPUCYTCTBYIOLLMM B CUCTEME.

. YcTaHOBMEHbl KOPPEKTHbIE MpaBa AOCTyna K CUCTEMHbIM dannam 3agaHumn
(koHUrypaumMoHHbiM  pannam)  cron  nNpu  nNoMowmM  KomaHgbl  chmod  go-wx
NyTb_K_cbanny_unn_amnmpektTopun.

K cnctemHbIM dhannam-onucaHmam ovepenen cron OTHOCATCA crneayrowmne danssl (MoryT
NpUCyTCTBOBaTb He BCeraa, B 3aBMCUMOCTU OT OnepaumoHHON CUCTEMBI N ee HACTPOEK):

/etc/crontab;

/etc/cron.d (anpekTopua n annbsl BHYTPU Hee);

/etc/cron.hourly (gupekTopus u cdannsl BHyTpU Hee);

/etc/cron.daily (ampekTopusa n pannbl BHYTPU Hee);

/etc/cron.weekly (gupekTopus 1 dansnsl BHyTpU Hee);

/etc/cron.monthly (anpekTopma n annbsl BHYTpU Hee).

. YcTaHOBMNEHbl KOPPEKTHbIE NpaBa AOCTYyNa K Nof1b3oBaTeNbCKMM (hannam sagaHnn
cron npuv nomoLun KomaHael Buga: chmod go-w nyTe_K_hanny 3agaHum.

. YCTaHOBUTb KOPPEKTHbIE NpaBa JOCTYyna K UcnosnHsemsiM hannam n bnbnmorekam
onepaumoHHOM CUCTEMbI NYTEM aHanm3a KOppPeKTHOCTH Npas A0CTyna K yTunuTam n CUCTEMHbIM
BmbnuoTtekam, pacnonoXXeHHbIM MO CTaH4apPTHLIM nNyTam (/bin,

lusr/bin, /lib, /lib64 n gpyrum nytam), a Takke K mogynsam sgpa (ansa Linux:

/lib/modules/Bepcus-tekywero-aapa). MecTtononoxeHne O60MbLWNMHCTBA CTaHOAPTHbIX
ncnonHsieMbix annos ykaszaHo B nepemeHHon $PATH nonb3oBaTens root.

. YcTaHOBMNEeHbl KOpPeKTHble npaBa goctyna K SUID/SGID-npunoxeHnsam nyTém
npoBefeHus ayauTta cuctemMbl Ha npegmeT noucka Bcex SUID/SGID-npunoxeHnin — npasa
AOCTyna K KaXgoMy U3 HUX He AOSMKHbI NO3BOMATL OCTallbHbIM MOMb30BATENAM U3MEHATb €ro
cogepxummoe (B ocobeHHocTn ecnu ato SUID-npunoxeHne n ero Bnagenew, root).

. YCTaHOBMEHbl KOPPEKTHble npaBa [JoCTyna K COAEPXUMOMY  AOMALUHUX
AavpekTopun none3oBaTtenen (.bash_history, .history, .sh_history v 1. n. - dpannbl ncropum

KomaHg obornovek, .bash_profile, .bashrc, .profile, .bash_logout n 1. n. — dannel HacTporku
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obonouykn, .rhosts - HacTponkm R-nogcuctem) nyTém yCTAHOBKM Ha KaXObI U3 YKa3aHHbIX
hannoB KOPPEKTHbIX NpaB AOCTyNa C NOMOLLbLI KOMaHAbl BUAa:

chmod go-rwx nyTe_K_channy

. OrpaHuyeHbl Hebe3onacHble BapuaHTbl NMPOxXoAda MO CUMBOSIMYECKUM CCbIfIKam
(symlinks) nyTém ycTaHOBKM 3Ha4eHusa sysctl-onyuu fs.protected _symlinks=1.

. OrpaHu4deHbl Hebe3onacHble BapyaHTbl paboTbl € xxecTkuMu ceblnkamu (hardlinks)

NyTEM YCTAHOBKM 3Ha4veHus sysctl-onyuu fs.protected _hardlinks=1.

5.8. YpaneHne Hencnosnb3yemMblix NakeToB ornepaunuoHHON CUCTEMBbI

M0 OKOHYaHWW HACTPOMKM N AONOMHUTENBbHOW HACTPOWKW, ONA onTumu3auum paboTbl
onepaumoHHON CUCTEMbI, a Takke Ans ucnonHenuns tpebosanHnn CTIK, Heobxoaumo yaanutb
Heuncnonb3yemsble nakeTbl 10 B OC.

YoaneHne npous3BoguMTCA C MOMOLLBbD koMangHou cTpokn OC, nog npasamu
agMuHucTpaTtopa (root)

# rpm -e (Ha3BaHMe NakeTa Peno3nTopusa Ana yaaneHus).

Mpumep: rom -e blueberry

I'Iepequb NakeToB peno3ntTopuda ana yganeHnda Ha A4aHHOM KOMIMboTepe:

ITakeTnl Crannusa
CBSI3H

YnpagiaeHue 0ecnipoBoAHBIMH YcTpoiicTBamu Bluetooth
blueberry
pulseaudio-module-bluetooth
gnome-bluetooth-libs
gnome-bluetooth

Hrpb1

cheese-libs

cheese

Daii10BbIii MeHeKeP
doublecmd-common
doublecmd-gtk

IMonHplii nakeT 0PUCHBIX NPUIIOKEHHIH
libreoffice-data
libreoffice-opensymbol-fonts
libreoffice-ure-common
libreoffice-branding-redsoft
libreoffice-help-en
libreoffice-help-ru
libreoffice-langpack-en
libreoffice-langpack-ru
libreoffice-ure
libreoffice-x11
libreoffice-core
libreoffice-pyuno

+ o+ o+

+ +

+ +

I i S S S
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libreoffice-pdfimport
libreoffice-graphicfilter

libreoffice-calc

libreoffice-math

libreoffice-ogltrans

libreoffice-impress

libreoffice-xsltfilter

libreoffice-qt5

libreoffice-writer

libreoffice-filters

3anucek ISO-06pa3oB Ha USB HocuTenn
multi-writer

JKpaHHas KJIaBHATypa

onboard-data

onboard +
Be6-0pay3ep Chromium
chromium-common
chromium
Kaabkyasitop
mate-calc-gschemas-redos +
mate-calc-langs-redos +
mate-calc +
Menua nieep
vlc +
vlc-core

MyJbTUSI3BIYHBII C10BAPb

goldendict

Hacrpoiika npuatepa HP

hplip-common

hplip-libs

libsane-hpaio

hplip

hplip-gui

Ynpasienue ycrpoiictBamu(npunrepamu) HP
system-config-printer-libs

system-config-printer
system-config-printer-udev +
OxHo HacTpoiiku PenOc
Redoswelcome +
IHo4TOBBI KIAUEHT
Thunderbird +
3anucek u konupoanue CD u DVD
brasero-libs +
brasero +
IP-Tesnedonusi, BUI€OCBA3b
ekiga +
OOHOBJIEHNEe CHCTEMHBIX NAKETOB
dnfdragora +
dnfdragora-updater +
YTUINTa CKAHUPOBaHMSA
simple-scan +
XpaHuTeJab 3KpaHa
mate-screensaver-gschemas-redos
mate-screensaver-langs-redos
mate-screensaver

CaoBapsb
mate-dictionary-gschemas-redos +
IHouck daiinos
mate-search-tool-gschemas-redos +
mate-search-tool +
YTunaura ckaHupOBaHUS +
simple-scan

i i S S S

+

+

+

+

o+ 4+ + o+

+ +
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*CumBon «+» B Tabnuue, ob6o3HayaeT, YTO AaHHbLIN NakeT yaanseTcs U3 KOHKPETHOro

APM(komnbroTepa).

6. YcTtaHoBka 6a3osoro MO J1M-311, nn AnAnor

Ansa ycranosku 6asosoro MO JIM-3J1, JIINT OWAJTIOI Ha komnbtoTep - CTaHumMsa CBA3M B
COOTBETCTBUM C npoekTtoMm cuctembl ACOY[AlN, Heobxoaumo 3anycTuTb nporpammy TepMmuHan
PEL OC n oT uMeHn nonb3oBaTenst ¢ npaBaMm agmuHucTpaTop («root», KomaHga — «Suy,
napone: 111111111Qq@), ecnu He 6biN N3MEHEH) BbINOMHUTL CreayroLmne KOMaHab!:

(NMpmep ansa ycTtaHOBKM M3 cTaHA4ApTHOro penoautopust cuctemsl ACOYANT)

# dnf makecache
# dnf install stnlink-2.1.22-1.el7.x86_64.rpm®

Ecnu HeobxoOumo ycmaHog8umb rakem He U3 cmaHO0apmHo20 perio3umopusi, mo
KomaHOa 6ydem makou (3mo Moxem riompebogambcs 0519 mecmupo8aHusi rpu ycmaHo8Ke Ha
omoeribHbIU KOMIMbomep)

# dnf install <nymb_K_cpadny-rpom>/stnlink-2.1.22-1.el7.x86_64.rpm

roe <nyTb_K_dpanny-rpm> — 3T0 NOSHbIN NYTb pa3MelleHna panna —
«stnlink-2.1.22-1.el7.x86_64.rpm» B pannosoun cucteme PE[] OC (Hanpumep Ha
dnaw-Hakonutene, CD-ROM, BHyTpeHHEM OUCKe AaHHOro KOMMbTEPA).

Mpumep BbINONMHEHUS NOAOOHOM KOMaHAbl B TepMmuHane, Aans naketa - «asnpd-2.15-

1.e17.x86_64.rpom» npmBeneH Ha puc. 30.

dialog@arm-ing:/home/dialog

Qaiin MNpaBka Bug Mouck TepMuHan [omolb

|0 [root@arm-ing dialogl# dnf install "/home/dialog/[lokymenTsi/HoBan nanka/_P0Setup/asnpd-2.1.5-1.e17.x86_64.rpm"
¥ [locnepHss npoBepka OKOHYaHWs Cpoka [eiicTBWMS MeTafaHHeix: 1 day, 8:81:56 wasap, Yt 83 anp 2825 12:88:26.

ApxuTekTy Bepcus

2.1.5-1.el7 @commandline

O6umit pasmep: 12 M
06bem nameHenmit: 43 M
Mpogomknte? [a/H]: |

PucyHok 30

8 KoHkpeTHoe ums naketa 6asosoro MO J1M-301, NN ANANOT onpeaensieTcs NpoeKkToM CUCTEMBI.
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Ha npurnawenune — «lMpogormxkntb? [a/H]:» B HWXHEN YyacTn okHa TepmuHana cnegyet
BBECTM CUMBOJS — «» HA PYCCKOM perncTpe KrnasmaTypbl, Kak nokasaHo Ha puc 31. [lpu aTom
ytunuta DNF npoBoanT cTaHaapTHYH nNpouenypy NpoBepKku 3aBUCUMOCTEN U KOHAITUKTOB C YXKe

YCTaHOBJTIEHHbIMW NaKeTaMu.

——————.

dialog@arm-ing:/home/dialog

@aiin MpaeBka Bwa Mowuck TepmwuHan [omouwb

06wwii pasmep: 12 M
06bem usmeHenuid: 43 M
MNpogonwunts? [a/H]: n
3arpyska nakeToB:
Mpoeepka TpaHzakumK
lpoBepka TpaH3akuuKM yCMewHo 3aBepueHa.
WpeT npoeepka TpaH3akuun
TecT TpaH3akuvuu NpoBefeH YycrewHo.
BeinonHenwe TdesaKunu

NoproTtoeka

YcTaHoBka

Eanycx ckpunTneT

|pd/113/11119u119n so0.56
d/lib/libicuu
i/llbfllbtut=

ib/1ibQt5Xml
ib/1libQt5Cor

/opt/dialog/as pd/ll;/ll;DtEWebQDCket<

PucyHok 31

PesynbTat 3aBepLueHuns onepaumm yctaHoBKM 6a30BOro rpm-nakeTta nokasaH Ha puc. 32.
Mo ymonuyaHuio nakeT ycTtaHaBnuBaeTcs B kKaTanor — «/opt/dialog».
B 3aBMCMMOCTM OT CKOPOCTM KOMMbIOTEPA BPEMS YCTAHOBKN BCEX HEOOXOAMMbIX NaKeToB

npu paspeeHnmn 3aBNCMMOCTEN MOXET 3aHMMaTb A0 HECKOSTbKMUX MUHYT N Oonee.

®Qaiin Mpaeka

.s0

'qtnmltimedi@ru .qm

‘qtconnectivity_ru.gm
qm
J.qm

lport_ru.gm
e_ru.qm

ldt10m</qt ru.gm
nslations/qt

WHTerpaneHas koHTponeHas cymma asnpd = md_gostl2_256(/opt/dialog/checksums/asnpd/summa_asnpd_gostl2.txt)= 13d9c898bd4cIc
ee4c25a64d38abbd9fbc6al508795aB1adct388b247elflad8a

MpoBepka : asnpd-2.1.5-1.e17.x86_64 1/1

YcTaHoBNeH:
asnpd-2.1.5-1.e17.x86_64

BoinonHexo!
[root@arm-ing dialogl#

PucyHok 32
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7. YctaHoBKa apantupoBaHHoro MO J1M-31, NN
ANAnor
Ona koppekTHon paboTbl HeobxoaMmMO YCTaHOBUTbL rpm-nakeT, coaepXalimmn

apganTtupoBaHHoe [10.

BHUMAHMUE:

Bce HasBaHMA 0OBLEKTOB MCMNONb30OBaHHble B JaHHOM 1O u BbIBOAWMbIE Ha 3KpaH
MOHUTOpPA ABMNAIOTCHA BbIMbILUMEHHBIMW, a BCE COBMNafZeHWs C BO3MOXHbIMU pearibHbIMU
06BbeKTaMUN — YyncTas Cnyy4amHOCTb.

OT nmeHn nonb3oBaTens ¢ npaBamMn agMUHUCTPATOp («root», KoMaHga — «Su», Naporsb:
111111111Qq@, ecnu He BbiN N3MEHEH) BbINOMHUTL B TEPMUHANE CreayoLLYy KOMaHAay:

(NMpmep ansa ycTtaHOBKM M3 cTaHA4apTHOro penoautopust cuctemsl ACOYAIT)

# dnf makecache
# dnf install Ip1Apkan-1.1.2-1.el7.noarch.rpm

AHanNorMyHo n.6 BO3MOXEH BapuaHT C pacnoriokeHnem panna, Hanpumep Ha dnaLu-

Hakonutene, CD-ROM, BHyTpeHHeEM Ancke 4aHHOro KoMnbroTepa.

Mpumep BbINOMHEHUS NOAOOHON KOMaHAbl B TepMUHane npmeeneH Ha puc. 33.

dialog@arm-ing:/home/dialog

®aiin MNpaska Bug Mowck TepmuHan [Momollb

[rootlarm-ing dialog]# dnf install "/home/dialog/[lokymenTe/Hoeas nanka/ POSetup/asnplNovokosino-1.1.4-1.el7.noarch.rpm" *
llocnegHss npoBepka OKOH4YaHUA cpoka AeiicTeus MeTapaHeix: 1 day, 8:88:00 wasap, Ut 83 anp 20825 12:88:26.
ST paspeleHs .

Penoautopu

06wmit pazmep: 9.8 k
06bem wameHeHwii: 6.8 k
Mpoporwute? [a/HI:

PucyHok 33

Ha npurnawenune — «lMpogomkntb? [a/H]:» B HWXHEN YyacTn okHa TepmuHana cnegyeTt
BBECTM CUMBOI — «» Ha PYCCKOM perncrpe Knasmartypbi.

PesyanaT 3aBepLieHna onepaunnm yCtaHOBKM rpm-rnakeTa nokasaH Ha pUucyHke 34.
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Mo ymonuyaHuio nakeT ycTaHaBnuBaeTcA B kartanor — «/opt/» B nankm — «dialog» wu

«dialog_share».

®alin MpaBka Bwg [Mowck TepmuHan [omolub

06bem uamMeHeHnii: 6.8 k
NMpoporute? [p/H]: g
3arpyska nakeToB:
MpoBepka TpaHzakLMu
NpoBepka TpaH3akUMW YCMEWHO 3aBeplieHa.
Wpet npoeepka Tpawsakuum
TecT TpaH3akuuu MPOBefiEH YCrMewHo.
BrinonHenne TpaHaakuun
llogroToBka :
YcTaHoBka snplNovokosino-1.1.4-1.el7.noarch
3anyck ckpuntneTa ovo 0-1.1.4-1.el7.noarch
/opt/dialog/asnp .xml
/opt/dialog/
/opt/dialog/asnplNovokosino ervice
WHTerpaneHas KOHTpONbHas cyMMa 1Novokosino = md_gost12_256(/opt/dialog/checksums/asnplNovokosino/summa_asnplNovokosi
no_gostl2.txt)= a8a917f8bf99392%eal21d24e88168ccd141924684d80b48fe7311F3d3641Fd9

lpoBepka : asnplNovokosino-1.1.4-1.el7.noarch 1/1

YcTaHoBneH:
asnplNovokosino-1.1.4-1.el7.noarch

BeinonHeHo!
[root@arm-ing dialogl#

PucyHok 34

8. TMNepeyctaHoBka n o6HoBneHue MO JIM-3J1, JIMN
AUAnor

Ansa toro, 4Tobbl NnepeyctaHoBUTL UnNn o6HOBUTL basoBoe, nnn AgantuposaHHoe [10,
Heobxoanmo:

1. 3anyctnte nporpammy TepmuHan PEL OC u BonTu ¢ npaBamu agMmHUcTpaTtopa
(komaHga «su», napone: 111111111Qq@, ecnu He BbifT UBMEHEH).

2. O6bHoBUTb gaHHble. Komanaa «dnf makecache». Nocne BBoga KoMaHAbl, CMIUCOK BCEX
N3BECTHbIX peno3ntopnes 06HOBUTCS.

3. YTob6bI NepeycTaHOBUTL NakeT, HAAO 3anyCTUTb KOMaHAy:

# dnf reinstall <uva_naketa>

Mpumep: # dnf reinstall gtmts-1.2.2-1.el7.86_64.rpm

9. 3anyck, 3aBepwieHue padotbi MO JIM-311, 1N
ANANnor

Bce komnbiotepbl cuctemsl ACOYAIN noctaBnsaTca 3aka3dnky ¢ npeayCcTaHOBMEHHbIM
MO wn nonHocTblo roToBbl K paborTe. 3anyck MO NM-311, JIM Onanor BbINOAHAETCS

aBTOMAaTU4ECKN, NMPKn BKIMKOYEHUN U NepPe3arpy3ke KoMnboTepa.
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Mpn BKNIOYEHMM KOMMbIOTEPA WNM NOCRe nepes3arpy3kn, HeobxoaMmo [OXAATbCs
OKOH4YaHuna npouecca 3arpyskm OC PE[L OC, npwu 3aToM B npouecce 3arpy3ku aBToMaTtu4ecku
oynet npousseaeH sxoa B PE[ OC oT nmeHn nonb3oartens «dialog» n no OKOHYaHMM Ha 3KpaHe
MOHUTOPAa A0JKHA NOSIBUTLCA KapTUHKa paboyero ctona, Kotopasi BbirMsaAUT NPUMEPHO Tak, Kak

nokasaHo Ha puc. 35.

PucyHok 35

[na npoBepku, 4To Nporpamma pabdoTaeT MOXHO BbIMOMHUTL KOMaHAY:

# systemctl status stnlink

[nsa aToro 3anyctuTb TepMUHan, BbIMOMHUTbL KOMaHAy Su (BOUTK OT MMEHW NOSib30BaTenNs
C npaBaMn «root», HyXXeH naponb agMuHucTpaTtopa). [lpymep BbINONHEHUS JAaHHOW KOMaHAb!
npueegetT Ha Puc. 36.

1@ MW NG | e
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PucyHok 36

B cTpoke - Active:
[omKkHO BbITb, YTO-TO TUMNA - active (running) since Fri 2025-10-31 14:59:46 MSK; 3min 47s ago
OTO 03HavaeT, 4YTo nporpamma 3anyuieHa n paboTaer.
Takke MOXHO yBMAETb MOPT, KOTOPbLIA UCNoNb3yeTca ans cesasu no HTTP-npoTokony ¢
AaHHbIM [10. B Hawewm cnyyae ato ctaHgapTHbin — 8080. (Cm. Puc. 36 )
Ecnn B cTpoke - Active:

MpucyTcTByeT - inactive (dead)

OT0 03HavaeT, YTo NporpaMma He akTMBHa Kak nokasaHo Ha Puc. 37.

PucyHok 37

B aTom cnyyae Tpebyetca 3anyck 10 B py4HOM pexume,
[Mpn py4yHOM pexume 3anyck Mpou3BOAUTCA MOA4 Mofb3oBaTeneM C npaBamu

aaMUHUCTpaTopa(«root») Npu NOMOLLM KOMaHAbI:

# systemctl start stnlink -1 <noanwiti nyms xk aoanmupyemomy 110>/r.stnlink

MO JMN-31, NN Ouanor pabotaeTr aBTOHOMHO 0e3 BMellaTenbCTBa OMNepaTUBHOIO
nepcoHana.

Ana otobpaxeHns uHdpopmaumm o pabote MO JIM-3J1, JIN Ouanor Ha MoOHUTOpE
KOMnbloTepa HeobxooMMO 3anycTuTb Mporpammy cTaHgapTHoro Opay3epa(obo3peBaTtens
Internet), BBecTn B cTpoke agpeca - 127.0.0.1:8080 n HaxaTb knaBuwy «BBoay, kKak nokasaHo
Ha Puc. 38.
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3 127.0.0.1:8080 100

127.0.0.18080/project b

PucyHok 38

B pesynbTaTte Ha 3kpaH MOHWUTOpa GyAeT BbiBeAEHO OCHOBHOE OKHO paboThbl NporpaMmbl,

Kak nokasaHo Ha Pwuc. 39.

Cramyun caam - Chromium

3 CraMLA R - Chromum

PucyHok 39

[na 3aBepuwenuns paboTsl MO JIM-3J1, 11N Qnanor Heo6xo4MMo BbINOAHUTE KOMaHAgy nog,
nonb3oBaTenem ¢ npaBsaMv agMUHUCTpaTopa:

# systemctl stop stnlink

[anee Bce OencTteusi C NporpaMmon HeobxoaMmo BbIMOMHATL B COOTBETCTBMM C

MO Nr-an, N Auanor cuctemsl ACOYANM «OL-3M». PykoBoacTBO No ycTaHoBKe, 3anycky u yaaneHuto MO.
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pokymeHToM — «[pwukn. MO JIMN-3J1, 11N QUATJTOI Ha x.4. nyHKTe. PykoBOACTBO onepartopa.
[OKYMEHT MOXHO 3arpysutb C canTa KomnaHuu paspaboTtymka — http://dialog-

trans.ru/main-menu/uslugi/documentation/

10. Yaanexue MO JIMN-31, NIN AUANOI

Ana nonHoro yaanenus MO JIM-911, 1N AWAJIOI ¢ komnbloTepa, Heobxo4Mmo:

1. 3anyctute nporpammy TepmuHan PE[L OC n BonTu C¢ npaBamu agMuHUcCTpaTopa
(komaHga «Ssu»).

2. BbIMOMHUTb KOMaHAy:

# dnf remove <uwvis naketa 6asosoro [1O>(npo6en)<ums naketa agantuposaHHoro MO>7

Mpumep BbINONHEHNS NOo40OHOM KOMaHabl NpuBeaeH Ha puc. 40.

dialog@arm-ing:/home/dialog

FH @aiin  MpaBka Bug Mouck TepMuHan [omoLlb

'7 [dialog@arm-ing ~J$ su

ing dialog]# dnf remove gateapkdk-1.1.1-1.el7.x86_64 gateapkdktropl-1.1.2-1.el7.noarch
BUCUMOCTH Pa3peleHsl.

«86_64 1. . @@commandline
noarch 1. .e @@commandline

Ypanenue 2 Maketa

OceobowpgeHHoe MecTo: 38 M
Mpogonwuts? [a/Hl: |

PucyHok 40

B okHe TepmuHana nosasutcs coobuieHne ytunuthl dnf O paspelueHun 3aBUCUMOCTEN
yOoansemblX NakeToB, Kak nokasaHo Ha puc. 41.  Ha npurnawenune — «lMpogomxkuts? [a/H]:» B
HWKHEN 4YacTu oOkHa TepmuHana crnegyet BBECTUM CUMMBOM — «[O» Ha PYCCKOM perncrpe

KnaeuaTtypbl N HaxaTb «Enter».

7 OBpallaemM BHUMaHWe, YTO B 3TOW KOMaHAe MMA NakeTa ykasbiBaeTcsa 6es «.rpm»

MO NN-3n, NN Ouanor cuctembl ACOAYAN «OL-3J1». PykoBoacTBo No ycTaHOBKE, 3anycky 1 yaaneHuto MO.


http://dialog-trans.ru/main-menu/uslugi/documentation/
http://dialog-trans.ru/main-menu/uslugi/documentation/
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dialog@arm-ing:/home/dialog
EH oaiin MNpaska Bwg Mouck TepmuHan [Momolb
‘?EanneHme:

@@commandline
@@commandline

cTPe3yneTaT TpaHsaky

A
Ypaneuwe 2 [llakeTa

OceobowpeHHoe mecTo: 38 M

Mpoponwuts? [a/H]: o

MpoBepka TpaH3akuun

Mpoeepka T KUMM YCMEeWHo 3aBepleHa.

Wpet npoBepka TpaHsakuun

TecT TpaH3akuwn NpoBefeH ycnewHo.

BeinonHeHue TpaHaakuuu
MogroToeka B
Ypaneuune : gateapkdktropl-1.1.2-1.el7.noarch
3anyc kpuntneta: gateapkdktropl-1.1.2-1.el7.noarch
Ypanenv : gateapkdk-1.1.1-1.el7.
Npoeepka : gateapkdk-1.1.1-1.e17.x86_
Npoeepka : gateapkdktropl-1.1.2-1.el7.noarch

Ypane!
ga pkdk-1.1.1-1.el7.x86_64 gateapkdktropl-1.1.2-1.el7.noarch

Beinonnero!
rm-ing dialogl#

PucyHok 41

Mocne aTtoro npouecc yaaneHuna MO OyaeT 3aBepLueH.

MO NN-3n, NN Ouanor cuctembl ACOAYAN «OL-3J1». PykoBoacTBo No ycTaHOBKE, 3anycky 1 yaaneHuto MO.
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NINCT PEFMCTPALUN MSMEHEHWIN

Howmepa nuctos (cTpaHuy)

Nam.

M3MEHEHHbIX

3aMEHEHHbIX

HOBbIX

aHHynmpo-
BaHHbIX

Bcero
n1cTOoB
(cTpaHuu)

B OOKy-
MeHTe

Homep
AOKy-
MeHTa

Bxogsawmn
HOMEP COMpoBO-
ONTENbHOro OOKY-

MeHTa 1 parta

Mogo-
nuchb

[ara

MO NN-3n, NN Ouanor cuctembl ACOAYAN «OL-3J1». PykoBoacTBo No ycTaHOBKE, 3anycky 1 yaaneHuto MO.
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